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On September 11, 2001, the post–Cold War security bubble ªnally burst.
In the preceding 10 years, the United States and its major allies failed to
identify and invest in the prevention of “A-list” security problems that
could affect their way of life, position in the world, and very survival.
Instead they behaved as if lulled into a belief that the key security prob-
lems of the post–Cold War era were ethnic and other internal conºicts in
Bosnia, Somalia, Rwanda, Haiti, East Timor, and Kosovo. Peacekeeping
and peacemaking in these places, although engaging important humani-
tarian interests, never addressed the vital security interests of the United
States, and none of these conºicts could begin to threaten its survival. As
if to conªrm this point, the ofªcial military strategy of the United States
centered not on peacekeeping but on the challenge of ªghting two Desert
Storm reruns, one in Korea and one in the Persian Gulf, at the same time.
The two-major-theater-war doctrine at least had the virtue of addressing
threats to vital U.S. allies and interests. But as the decade wore on, it was
increasingly apparent that although important interests were at stake in
both major theaters, in neither was U.S. survival in question. The A-list
seemed empty, so policy and strategy focused on B- and C-level problems
instead.1
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A-list threats, such as the threat posed by the Soviet Union for the
preceding half-century, were indeed absent but only if threat is under-
stood as the imminent possibility of attack deªned in traditional military
terms. If taken instead to denote looming problems that could develop
into Cold War–scale dangers, the A-list contained at least four major
underattended items in the 1990s: the collapse of Moscow’s power; the
growth of Beijing’s military and economic might; proliferation of weap-
ons of mass destruction; and the prospect of catastrophic terrorism. Upon
taking ofªce, George W. Bush and his administration claimed to be for-
mulating their strategy around the ªrst two of these items, in a self-
proclaimed return to big power realism. But in the wake of the World
Trade Center and Pentagon attacks of September 11, the Bush administra-
tion is instead ªnding its agenda dominated by catastrophic terrorism,
for which it appears no more or less prepared than its predecessor Bush
and Clinton administrations.

The challenge of catastrophic terrorism is destined to be a centerpiece
of the ªeld of international security studies. Today the focus is on a par-
ticular nest of Islamic extremists who operated freely from the failed state
of Afghanistan. But in April 1995, the last time that a building in the
United States—the Alfred P. Murrah Federal Building in Oklahoma City
—was destroyed in a terrorist attack, the perpetrator was homegrown, an
embittered American nihilist operating in the vast anonymity of modern
society. One month earlier, an obscure cult in Japan released sarin nerve
gas in a Tokyo subway and attempted an airborne anthrax attack. Indeed,
the varieties of extremism that can spawn catastrophic terrorism seem
limitless, and social scientists have not studied them as thoroughly as
they have the dynamics of great power rivalry. What is clear is that
war-scale destructive power is becoming increasingly available as tech-
nology advances. The same advances heighten the complexity and inter-
connectedness of civilization, making society more vulnerable at the
same time as technology delivers to small groups destructive powers that
were formerly the monopoly of states. Thus, if security is understood to
be the avoidance and control of mass threat, catastrophic terrorism must
occupy a central place in security studies, a status that “ordinary” non-
mass terrorism never achieved.2
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The resulting agenda of analysis and policy development is
broad. First, the motivations and root causes of catastrophic terrorism—
inscrutable as they may now seem—must eventually yield, at least in
part, to careful study.3 Second, the potential of catastrophic terrorism to
transform traditional international relations should also be studied, and
its policy consequences propounded, as the great powers—the United
States, Europe, Japan, Russia, and China—set aside some of the lesser
issues that divide them and acknowledge a greater common interest in
protecting their homelands.4 This essay concerns a third dimension of
policy: the need to reengineer the architecture of governance—security
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institutions and their modes of operation—to acknowledge that war-scale
damage results from terrorism.5

The Governance Issue

Post–Cold War complacency was only one reason that the United States
found itself so surprised by, and so unprepared for, the onset of cata-
strophic terrorism and the mission of homeland security. Greater aware-
ness of the threat since September 11 alone will not rectify this problem. A
deeper reason is that the security institutions of the U.S. government are
particularly ill-suited to deliver homeland security. There is a fundamen-
tal managerial inadequacy, as basic as that of a corporation with no line
manager to oversee the making of its leading product.

Pundits debate whether the campaign to prevent catastrophic terror-
ism is a “war” or not. If one sets aside semantics and asks the practical
managerial question: can U.S. preparations for war be easily adapted to
preparation for catastrophic terrorism? The answer is “no.” Preparations
for war in the military, diplomatic, and intelligence senses are the prov-
ince of institutions—the Departments of Defense and State and the intel-
ligence community—whose focus and missions have been “over there,”
in the ªelds of Flanders, the beaches of Normandy, the jungles of Viet-
nam, and the desert of Kuwait. Their opponents have been foreign gov-
ernments, and even against them, these U.S. institutions have not been
asked to defend the U.S. homeland in recent history, except through the
abstraction of nuclear deterrence.

If catastrophic terrorism cannot really be treated as a war, then per-
haps it should be conceived of as a crime. But the U.S. law enforcement
paradigm is also ill-suited to deal with catastrophic terrorism. This para-
digm centers on the post facto attribution of crimes to their perpetrators
and to prosecution under the law. So deeply entrenched is this model that
four weeks after the September 11 attacks, the attorney general had to
prod the Federal Bureau of Investigation (FBI) publicly to shift its efforts
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from “solving the case” to preventing another disaster.6 Additionally, if
the focus of the war model is on foreign perpetrators, the focus of the law
enforcement model is on the American citizen. Neither model encom-
passes the transnational drifter that is characteristic of the al Qaeda oper-
ative.

Early in the Bush administration, the new director of the Federal
Emergency Management Agency (FEMA) asserted that catastrophic ter-
rorism was neither a war nor a crime but a disaster and thus, the province
of his agency, even obtaining a presidential directive to that effect.7 In so
doing, he reversed the position taken by previous FEMA management,
which regarded catastrophic terrorism as a new mission with no funding
and thus to be avoided. But even armed with a presidential directive,
FEMA seemed unable to convince anyone that acts of God and acts of ter-
ror were similar enough that a managerial solution was to be found in
combining them.

Thus, the federal government lacked a managerial category for cata-
strophic terrorism, which is neither war, crime, nor disaster, as conven-
tionally understood. Preparations for confronting mass terrorism there-
fore proceeded haltingly in the 1990s. Some progress was made when
preparedness was tied to speciªc events, such as the 1996 Atlanta Olym-
pics.8 But elsewhere, the preparations were more the result of the efforts
of a few well-placed individuals in the Departments of Defense, Justice,
and Health and Human Services who had become concerned about the
problem, than of any overall managerial scheme. As the decade wore on,
money began to ºow to such programs as training state and local govern-
ments in confronting weapons of mass destruction.9 But these efforts

the architecture of government I 21

6. Philip Shenon and David Johnston, “F.B.I. Shifts Focus to Try to Avert Any More
Attacks,” New York Times, October 9, 2001.

7. Vernon Loeb, “Cheney to Lead Anti-Terrorism Plan Team: New FEMA Ofªce Will
Coordinate Response Efforts of More Than 40 Agencies, Ofªcials Say,” Washington
Post, May 9, 2001, p. A29.

8. John Buntin, Kennedy School of Government case study, Parts A–C: “Security
Preparations for the 1996 Centennial Olympic Games (Part A),” Case
No. C16–00–1582.0; “Security Preparations for the 1996 Centennial Olympic Games:
Seeking a Structural Fix (Part B),” Case No. C-16–00–1589.0; “Security Preparations for
the 1996 Centennial Olympic Games: The Games Begin (Part C),” Case
No. C16–00–1590.0.

9. Defense against Weapons of Mass Destruction Act 1996 (Nunn-Lugar-Domenici),
Public Law 104–201 (H.R. 3230), September 23, 1996, National Defense Authorization
Act for Fiscal Year 1997, 104th Cong., 2d sess., <http://www.fas.org/spp/starwars/
congress/1996/pl104–201-xiv.htm>.



were largely the result of congressional initiative and inevitably reºected
constituent interests. They did not lead to the development of a program
to build a national capability for combating catastrophic terrorism.

Outside the federal bureaucracy, even less was done. State and local
governments, key to both prevention and response to this new threat,
generally lacked the resources and specialized knowledge to combat
catastrophic terrorism. The role of the private sector—for example, in
protecting critical infrastructures, such as communications and power
networks, from disruption or in funding protection through insurance—
remained undeªned.

Before September 11, 2001, therefore, the U.S. government did not
have a managerial approach (i.e., a framework for bringing responsibility,
accountability, and resources together in sharp focus) to deliver a key
public good—security in the homeland against catastrophic terrorism.
This managerial deªciency was not unique to catastrophic terrorism. The
post–Cold War world spawned a host of novel security missions for gov-
ernment: peacekeeping and post-peacekeeping civil reconstruction,
counterproliferation, threat reduction, information warfare, and conºict
prevention (or “preventive defense”). Although it is widely agreed that
the United States needs to be able to accomplish these missions (even if
debate continues over exactly when and where it should perform them),
no fundamental changes have been made in the security architecture to
create better institutions and capabilities for them.

Indeed, at least on paper the federal structure has changed little since
the ªrst burst of innovation in the aftermath of World War II and the
onset of the Cold War. No comparable burst occurred in the 1990s. It is as
though corporate America was managing the modern economy with the
structures of the Ford Motor Company, the Bell System, and United Fruit.
Company managements spend a great deal of thought and energy on
organizing their functions to align executive authority with key products.
The federal government disperses executive authority so thoroughly
that few individuals believe they are accountable for any of the govern-
ment’s key security outputs. People rise to the top of the Washington
heap because of their policy expertise, not their managerial expertise.
Those senior executives who are managerially inclined ªnd their tenures
so short and precarious that there seems to be little reward in making
changes in “the system” that will make it possible for their successor’s
successor to be more effective.10
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Above all, the federal government in the past few decades has
eschewed creating new institutions for new missions, such as prepared-
ness for catastrophic terrorism. The political climate in the United States
has been hostile to “big government,” and existing cabinet departments
staunchly defend their heritages and authorities, many of which are en-
shrined in 200 years of statute. The sense of departmental entrenchment
is mirrored on Capitol Hill, where separate authorization and oversight
committees protect each “stovepipe”—national security, law enforce-
ment, disaster relief, public health, and so on—as jealously as the execu-
tive agencies do themselves.

It is not surprising, therefore, that the specter of catastrophic terror-
ism occasions deep reºections on the nature and structure of governance
in the United States. What needs to be done next cannot be understood
without reference to these problems and past attempts to overcome them.

Four Failed Approaches

In broad outline, four approaches to managing the mission of homeland
security have been proposed: the command and control approach of the
Clinton administration; the lead agency approach; the Department of
Homeland Security approach; and the appointment of a White House
coordinator or “czar.”

The Clinton administration deªned its approach in command and
control terms: which federal agency should be in charge of dealing with
catastrophic terrorism? Initially, the administration determined that the
Department of Justice would “have the lead” in domestic terrorist inci-
dents, while the Department of State would do so in incidents abroad.
This approach both reinforced the false distinction between domestic and
foreign terrorism and focused on actions in progress, rather than on ad-
vance detection, prevention, and protection. Later, the Clinton adminis-
tration promulgated two Presidential Decision Directives—PDD-62 and
PDD-63—which further apportioned the matter of “who’s in charge”
among the existing agencies according to their traditional functions.11

Thus, for example, PDD-63 assigned protection of the ªnancial system to
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the Treasury Department. The fact that this department had no funds, no
technology, and little authority to regulate in the ªeld of cybersecurity
did not deter the authors of PDD-63. In fact, by focusing on the question
of who is in charge, the command and control approach presumed that
the government possessed the capabilities to combat catastrophic terror-
ism; all that was required was to marshal them effectively under a clear
command system. The result was the creation of a host of unfunded man-
dates—responsibilities assigned with no plan for providing the means to
fulªll them. The administration made no provision to build new capabil-
ity, which was—and remains—the crux of the matter.

A second approach considered a single lead agency as having the
homeland defense mission. In this approach, the proposed lead was usu-
ally the Department of Defense (DOD). DOD was presumed already to
have much relevant technology, an ample budget, and a reputation for
carrying out its mission more effectively than most other government
agencies.12 But this approach failed because too much of the relevant ca-
pability—for example, for surveillance of potential terrorists on U.S. terri-
tory—fell beyond DOD’s traditional purview. The Pentagon shared the
disinclination to arrogate such sweeping new authorities to itself and
proclaimed itself willing to take a strong, but follower, role if another
agency would lead the effort.

A third approach resulted in the creation of a Department of Home-
land Security, which was signed into law in late November 2002. This ap-
proach seeks to escape the problem of interagency coordination by con-
centrating the catastrophic terrorism mission in a single agency. It recog-
nizes that none of the existing cabinet departments was a natural lead
agency, and that their ingrained cultures would not easily incline them to
adopt the new mission. The fallacy in this approach is that interagency
coordination could be thus avoided. Suppose, for example, that the De-
partment of Homeland Security sought to develop a more rapid means of
determining whether someone was exposed to anthrax. It would soon
discover that this effort was redundant with DOD’s efforts to develop the
same detector technology for battleªeld exposure, in accordance with its
traditional mission. The problem of interagency coordination would not
be eliminated but only complicated by the introduction of this new
agency. Aggregating functions such as customs, immigration, border
patrol, and coast guard into the new agency might be efªcient, but it
can hardly be said that this entity should have the lead in homeland de-
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fense, or that its creation eliminates the inherently interagency nature of
responding to catastrophic terrorism.

A fourth approach to organizing the federal government to combat
catastrophic terrorism is to appoint a White House coordinator or “czar.”
President Bush named Pennsylvania governor Tom Ridge to such a post
within one month of September 11 (though he subsequently moved
Ridge to the newly created Department of Homeland Security). This ap-
proach is the least problematic, because it recognizes that the essence of
the solution is the coordination of a wide range of government functions
behind a new priority mission. White House czars, however, have usu-
ally been ineffective. With no resources or agencies of their own, such
czars must usually cajole cabinet departments into doing what the czar
prescribes. The czar’s instructions inevitably compete with other needs
and tasks of the department, and the ªnal outcome of the competition is
determined by the cabinet secretary (invoking legal authorities, usually
of long standing) and the relevant committees of Congress, not the czar.
After the czar is overridden a few times, lower-level bureaucrats con-
clude that they can ignore the czar’s directives. As the Washington, D.C.,
saying about czars goes, “The barons ignore them, and eventually the
peasants kill them.”

The Crux of the Managerial Challenge

A solution to the managerial challenge of catastrophic terrorism should
have two features that the approaches outlined above lack. First, it
should acknowledge the inherent and ineluctable interagency nature of
the problem and abandon any idea of creating a single lead agency that
does the entire homeland security job.13 Second, the approach should be-
gin the long process of providing the United States with a stock of essen-
tial capabilities—tactics, technology, and institutions—that the federal
departments, state and local governments, and private sector currently
lack. Interagency coordination implies a White House focus. But this
focus should not be a “czar” who tries to assume or direct the daily func-
tions of all the agencies involved but an “architect” who designs the
capabilities that these agencies need to address the problem. In short, the
important function of the White House architect is program coordination,
not policy coordination or command and control.
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Perhaps the most apt analogy for the job required of the White House
is provided not by any war that the United States has fought, but rather
by the Cold War. In 1949, Josef Stalin’s Soviet Union exploded an atomic
bomb over the steppes of Kazakhstan. Although no U.S. citizens died in
that distant blast, Americans were suddenly gripped by the prospect of
warlike damage being visited upon their homeland by a shadowy enemy
with global tentacles. George Kennan, the U.S. diplomat, warned of a
long twilight struggle that would test U.S. patience and resolve. The na-
tion mobilized over time a response that was multifaceted, multiagency,
and inventive. The United States built nuclear bombers, missiles, and
submarines for deterrence and retaliation; it launched spy satellites for
warning. It deployed air defenses around the nation’s periphery and at-
tempted missile defenses, to raise the price of attack. Civil defense pro-
grams sought to minimize casualties if the worst happened. Special relo-
cation sites and procedures were instituted to ensure continuity of
constitutional government if Washington, D.C., were destroyed. The
North Atlantic Treaty Organization (NATO) and other alliances were
formed to get more friends on the U.S. side, and the Marshall Plan sought
to ensure that economic desperation did not become Stalin’s ally. U.S.
leaders further recognized that this new reality was so dangerous that
they needed a capacity to analyze, reºect, and learn, not merely react.
They founded such think tanks as the RAND Corporation to devise inno-
vative methods for coping with the era’s new danger. In time, ideas such
as the theory of deterrence and the theory of arms control were elabo-
rated, which were not obvious in 1949, but which helped the world navi-
gate through 50 years of Cold War. With difªculty and many mistakes,
the nation also learned to deal with fear of a threat at home, without
hunting “reds” in the State Department and Hollywood. The Cold War
effort was massive, extended throughout most of the federal government,
and was coordinated by the White House.

Designing a similar long-range program to counter catastrophic ter-
rorism is the task of the Bush White House in the aftermath of September
11, 2001. The National Security Council (NSC) cannot do the job for two
reasons. First, it does not normally convene the full range of departments,
such as Justice and Health and Human Services, required for this effort.
The NSC has focused largely on foreign problems. More fundamentally,
since Dwight Eisenhower’s day, the NSC has slowly lost the capacity for
program coordination and become a policy coordination body only.14
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That is, it brings the national security agencies together to decide upon a
common policy but does not oversee or inºuence their internal capabili-
ties or budgets. Indeed, the NSC’s staff is renowned for its diplomatic
and policy expertise, but few have experience managing programs or
agencies.

President Bush was therefore correct not to give the homeland secu-
rity job to the NSC, but instead to establish the Ofªce of Homeland Secu-
rity (OHS) and later, the Department of Homeland Security, both headed
by Governor Ridge. As Director of the Ofªce of Homeland Security, it
was up to Governor Ridge to avoid the fate of White House czars who try
to “run things” from the White House. Instead of taking a command and
control approach, Ridge needed to adopt the architect’s programmatic
approach—designing a multiyear, multiagency plan that will materially
increase the capabilities of the existing departments and agencies, so that
they can play their part in the campaign against catastrophic terrorism.
To a limited extent, he did so. Such an approach would have had the
additional salutary effect of overriding the tendency, prevalent as the
ªscal year 2002 budget was ªnalized in the aftermath of September 11, for
individual agencies and their oversight committees to craft their own re-
sponses to the counterterrorism challenge. In many cases, these responses
amounted to little more than long-standing budgetary requests to which
the label “counterterrorism” was conveniently applied. Elsewhere, multi-
ple agencies vied to make investments that were duplicative, and each
too small to do the job, where a single large investment by only one of
them is needed.

The Role of the Ofªce of Homeland Security

The original charter for the Ofªce of Homeland Security uses the word
“coordinate” 29 times to describe what its authors imagined was the
essence of this managerial task. A large fallacy lies in the idea that “coor-
dination” describes what the nation in fact needs. The nation’s capabili-
ties for homeland security, even optimally coordinated, are simply not
adequate to cope with twenty-ªrst century terrorism. All the managerial
models advanced and tried over the past decade for counterterrorism—
coordinator, czar, lead agency—have made this mistake. The result is a
“come as you are party,” to which each agency shows up with whatever
capabilities its previous history happens to have bequeathed to it. What
is needed is far less a coordinator of what exists, than an architect of the
capabilities we need to build.

The homeland security program might be organized functionally,
according to a time line extending from before a hypothetical incident of
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catastrophic terrorism to its aftermath. In the ªrst phase, the United
States needs better capabilities for detection of catastrophic terrorism. This
involves surveillance of persons and motives—a delicate matter—but
also surveillance of potential means of destruction, such as crop dusters,
germ cultures, and pilot instruction. Surveillance of means raises far
fewer civil liberties issues than does surveillance of persons, and it might
be much more effective. A group that evades surveillance becomes sub-
ject to prevention by efforts to keep destructive means out of its hands.
The Nunn-Lugar program to safeguard Russian nuclear weapons and
ªssile materials is an example of a prevention program. The next stage
is protection—making borders, buildings, airplanes, and critical infra-
structures more difªcult to breach, disrupt, or destroy, through technical
design and procedures. Protection might also mean making people more
resistant to disease through vaccination and other public health mea-
sures. Interdiction, or “crisis management,” seeks to disrupt and destroy
potential perpetrators of catastrophic terrorism and their base of support
before they can mount an attack, as in the U.S. campaign in Afghanistan.
Containment, or “consequence management,” means limiting the level of
damage and the number of casualties by organizing emergency response,
public health measures, and restoration of critical functions in the after-
math of a terrorist attack. Attribution refers to the capability to ªnd the
perpetrators of an act (e.g., by typing an anthrax culture or performing
radiochemical analysis of nuclear bomb debris) and to choose retaliation,
prosecution, or other response. Finally, as with the RAND Corporation in
the Cold War, the nation will need a capacity for analysis and inven-
tion—studying terrorist tactics and devising countermeasures, under-
standing motivations and modes of deterrence, drawing lessons from
past attacks, creating new technologies, and developing a systematic
strategy plan.

As architect, the director of OHS would ªrst identify needed capabili-
ties and then assign resources to the various agencies to build those capa-
bilities. This approach would give the architect budgetary authority (the
key to his inºuence) to apply that inºuence where it is needed most: ca-
pacity building. Where no agency naturally forms the right base to build
on, the architect should recommend new agencies. The result, schemati-
cally, would be a multiagency, multiyear investment and management
plan that can be arrayed on a spreadsheet as in Figure One. In each box
would appear the agency’s responsibility, if any, for possessing capability
in that function, with a plan to develop that capability over a period of
years. The president would approve such a matrix for each ªscal year,
extending ªve years into the future, and would send it to the Congress
with his annual budget submission. Although Congress would of course
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Figure 1. Dimensions of a Homeland Security Program: The Architect’s Plan.



have the last word on the budget, experience shows that Congress makes
only marginal adjustments where there is a strong and clear presidential
program on a subject of great national importance.

The Role of the Department of Homeland Security

The Department of Homeland Security (DHS) is an appropriate ingredi-
ent or output of the architect’s plan, but not a substitute for the architect.
While DHS contains much, it also omits much—the Central Intelligence
Agency (CIA), Department of Defense, and Federal Bureau of Investiga-
tion, in particular. An architect is needed for all of the agencies involved.
Therefore, the founding of DHS must not be viewed as supplanting OHS.

In order for DHS to be successful, the administration must ªrst suc-
cessfully complete the reorganization of the border, transportation, and
emergency management agencies that have been transferred to DHS, im-
proving their management and focusing them on their new priority. Most
reorganizations in the federal government are only partially completed.
Agency heads, after ªrst ªghting the merger, will next aim to send their
weakest performers to the new agency and keep their very best. Tempo-
rary inconveniences associated with the reorganization—moving people
into new ofªce buildings, for instance—will be argued as detracting
from day-to-day pursuit of the urgent mission of homeland defense.
Government unions, strong in some of the agencies included in the new
DHS, will scrutinize personnel policies. Congress will need to disband
inºuential committees with established relationships and constituencies.
All this is necessary but difªcult. A reorganization done halfway could
make things worse.

Finally, DHS still needs to do truly new things and not merely gather
together old functions under one roof. The department’s most important
contributions could be in intelligence analysis and science and technol-
ogy. Indeed, two of the ªve undersecretary positions in DHS are assigned
these functions; the other three undersecretary positions are in charge
of aggregating existing border/transportation and emergency manage-
ment functions and administration.

The nation will continue to struggle with the organization and man-
agement of the “homeless mission” of homeland security. Since October
8, 2001, we have had an Ofªce of Homeland Security in the White House,
and since November 25, 2002, a Department of Homeland Security,
which swore in Tom Ridge as a cabinet-level secretary on January 24,
2003. Both are needed to make a home for this mission, but each has a
distinctive role to play. Creation of DHS in no way supplants the para-
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mount need for a strong White House OHS. The DHS should not just
bring order and focus to existing functions but should accomplish new
functions, as part of an aggressive reorganization developed by the OHS.
Such new functions include the development and practice of new types
of intelligence and new security technology and techniques.

Key Ingredients of the Homeland Security Program

The homeland security program will have many key components. Below
are a few illustrative examples.

red team, blue team

Most Americans were probably not shocked to learn on September 12,
2001, that the U.S. government did not have advance information about
the dozen or so individuals residing in the country who plotted and took
part in the airline suicide attacks of September 11. They probably were
deeply disturbed to learn, however, that the government was as heedless
of the tactic used as it was of the perpetrators. The airline security system
inspected for guns and bombs, not knives; aircrews were trained to deal
with hijackers who sought hostages or conveyance to Cuba, not kami-
kaze attack. In retrospect, a huge gap existed within the U.S. air safety
system. Terrorists detected the gap before the security system did—and
exploited it.

To avoid tactical surprise of this kind, the homeland security effort
needs to adopt a standard mechanism of military organizations: compet-
ing red and blue teams. The red team tries to devise attack tactics, and the
blue team tries to design countermeasures. When the United States devel-
oped the ªrst stealth aircraft, for example, the air force created a red team
to try to detect and shoot it down. When the red team identiªed a weak-
ness in the stealth design, the blue team was charged to ªx it, systemati-
cally balancing risk of detection against the cost and inconvenience of
countermeasures.

A comparable red/blue team mechanism should be the central fea-
ture of the program for homeland security. To work, the mechanism must
be systematic and institutionalized, not ad hoc. It must be independent of
the interests—airlines, for example—that stand to be inconvenienced by
its ªndings. It must have the money to conduct experiments, tests, and
inspections, not just paper studies. It must be knowledgeable about the
technologies of terrorism and protection. Above all, it must be inventive.
These criteria all argue for founding a new institution outside of, but
close to, government. Models include the National Academy of Sciences,
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the RAND Corporation, the Mitre and Mitretek Systems Corporations,
the Institute for Defense Analyses, and other nonproªt research organiza-
tions established during the Cold War.

science and technology

American society has many weaknesses in the battle against catastrophic
terrorism. It is large and open. Its infrastructures are complex and inter-
connected. It values free movement, free speech, and privacy. Its com-
manding international position is a lightning rod for many international
grievances. The United States must therefore draw on its key strengths in
ensuring homeland security, among which inventiveness, derived from
its huge science and technology base, is probably most important. The
U.S. military has long sought to use superior technology to offset its
opponents’ favorable geography, superior numbers, and willingness to
suffer casualties.15 The homeland security effort requires a program of
contract research and technology development that should be conducted
outside of government, in universities and private companies. The con-
tracting methods should permit small and entrepreneurial commercial
companies that are the drivers of new technology, and not just large gov-
ernment contractors, to participate in the effort. Biotechnology compa-
nies, which unlike the aerospace and information technology industries
have never had strong ties to national security, should be induced to par-
ticipate.16 Finally, “centers of excellence” in counterterrorism should be
established. These centers should set out to develop the same depth of ex-
pertise represented by the Los Alamos, Lawrence Livermore, and Sandia
National Laboratories in the ªeld of nuclear weapons design during the
Cold War.

transnational intelligence

A number of studies have called attention to the problem of combining
information derived from foreign intelligence collection with information
derived from domestic law enforcement.17 The rules governing collection
in the two categories differ for the important reason that U.S. citizens en-
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joy protections from surveillance that do not apply to the overseas activi-
ties of the intelligence community. There is no reason, however, why in-
formation of both types, collected by the U.S. government in accordance
with the respective rules for each, cannot be combined and correlated.
The barriers to doing so are largely bureaucratic. These barriers need to
be surmounted in an era when individuals move easily across borders,
and when groups fomenting terrorism are likely to be transnational in
their membership.18

intelligence of means

Surveillance of the means that terrorists employ is potentially more
important than surveillance of persons, and raises far fewer civil liberties
issues. Placing all Middle Eastern male noncitizens resident in the United
States under surveillance, for example, is both objectionable and imprac-
tical. But inquiring after all those who take ºying lessons but are not in-
terested in learning to take off or land, who rent crop dusters, or who
seek information on the antibiotic resistance of anthrax strains or the lay-
out of a nuclear power plant, is feasible and may be extremely useful.

Likewise, it is undesirable to restrict access by citizens to the Capitol
building and congressional ofªce buildings, but there is no fundamental
technical barrier to seeding these buildings with sensors that would
promptly, and with a low rate of false alarms, detect the presence of
anthrax on surfaces and in ventilation systems. Nuclear weapons are
much harder to detect, but the streets in the vicinity of the White House
could be laced with sensitive detectors that would stand a good chance of
detecting a nuclear or radiological weapon. Although these detectors
would individually have a high rate of false alarms, when networked so
that their outputs are correlated in space and time, they could constitute
an effective warning system. Such a system is preferable to registering
truck drivers or other methods of surveilling persons in the White House
vicinity.

control of weapons and materials

10 years into the Nunn-Lugar program to safeguard nuclear, chemical,
and biological weapons and materials in the former Soviet Union, the job
remains unªnished.19 In addition to continuing to support and greatly
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expand this program, the effort must be extended to Pakistan, where an
arsenal of substantial size may fall prey to growing extremism.

the costs of protection

Protective measures for homeland security cover a wide spectrum of pos-
sibilities: vaccines, air defenses around the White House and nuclear
power plants, electronic ªrewalls around information networks, to name
just a few examples. The investments required could be enormous. Who
will pay? Private investment could be mandated by regulation. Govern-
ment could bear or subsidize the costs. Or apportionment of risk and
blame could be left to the insurance marketplace and tort courtrooms.
The answer will vary from case to case, but the federal government needs
to devise a strategy. Crafting the right regulations and legislation, as
well as putting the right subsidies into the federal budget, will be a key
responsibility of the homeland security architect.

interdiction

Soon after September 11, President Bush enunciated a principle of U.S.
policy against catastrophic terrorism that, if pursued to its logical conclu-
sion, would establish interdiction as an ongoing effort, rather than an epi-
sodic response to actual attacks. In his ªrst major public pronouncement
following the September attacks, the president said, “Either you are with
us, or you are with the terrorists.”20 This would seem to imply the need
for a continuing program to preempt attack from groups that profess an
intention to carry out mass terrorism and to apply pressure, including
attack, against those who actively support or harbor them. Taken literally,
such a program of interdiction would have profound consequences for
U.S. foreign policy, for alliances such as NATO, and for international
organizations such as the United Nations.

public health surveillance and response

Containment of the damage from an incident of mass terrorism requires
that the public health and agricultural systems establish capabilities that
go well beyond their accustomed mission of protecting against naturally
occurring dangers. The powers of the public health authorities to man-
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date disease surveillance and impose such remedies as quarantine are
broad, a holdover from the nineteenth century. These authorities need to
be updated to encompass man-made pandemics. The private health care
system overall, which under the doctrine of managed care is designed
to have the least possible excess capacity during normal times, will need
to provide such surge capability as extra hospital beds and stockpiled
medications carefully chosen and sized for possible bioterrorism.

state and local first response

Since 1996, the Nunn-Lugar-Domenici legislation, has provided state and
local ªrst responders with the equipment and training to enhance their
vital role in consequence management.21 Deªning the ongoing federal
role in supporting state and local government is a major task of the coun-
terterrorism program.

forensics for attribution

Ever since U.S. Air Force aircraft sampled the ªrst residue from the Soviet
Union’s nuclear weapons testing in the 1950s and deduced their detailed
design, radiochemical analysis of bomb materials and debris has devel-
oped into a sophisticated science. A corresponding effort to type bioterror
agents and their chemical preparations is required to attribute attacks
to their perpetrators. At this time the FBI, the DOD, and the Centers for
Disease Control and Prevention all have forensic programs, but none is
adequate for counterterrorism purposes. The counterterrorism program
architect will need to decide which of these programs will be funded to
provide the greatly expanded capability that the nation needs.

mobilization and sunset

Until the mid-twentieth century, successful prosecution of war depended
on the ability to mobilize nations and armies. A similar concept is useful
in the war on terrorism. In the face of reasonably credible and speciªc in-
formation about actual or imminent mass terrorism, extraordinary mea-
sures might be advisable that are undesirable when there are no such
warnings. In an emergency, the government will assume special authori-
ties, restrict movement and other freedoms, and impose economic dis-
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ruptions as the nation hunkers down. It is important to the quality of civil
society in the long run that this mobilized state be clearly distinguished
in statute and procedures from “normal” times, when catastrophic terror-
ism is an ever present, but not a speciªcally anticipated, contingency.
Experience in the United Kingdom during its century-long struggle
against Irish terrorism suggests that, even in liberal democracies, powers
granted to the government in the name of imminent terrorism are seldom
rescinded when the threat recedes.22 It is therefore important to write into
any statute or regulation conferring extraordinary powers on the govern-
ment, a sunset clause describing the time and method of demobilization
that places the burden for extending the mobilization squarely on the
government’s ability to produce credible and speciªc information of
imminent threat.

Conclusion

Merely coordinating the existing capabilities of the United States to coun-
ter catastrophic terrorism is not adequate to protect the nation or the in-
ternational order from this major new challenge, because the existing ca-
pabilities fall far short of what is needed. Nor is it practical to imagine
having someone in the federal government who is truly in charge of a
mission that inherently cuts across all agencies of the federal government,
state and local government, and the private sector. What is required in-
stead is a multiyear, multiagency program of invention and investment
devised in the White House, embedded in the president’s budget submis-
sions and defended by him to Congress, and supported by appropriate
law and regulation. This program should cover all phases in the war
against catastrophic terrorism—detection, prevention, protection, inter-
diction, containment, attribution, analysis, and invention. If President
Bush’s secretary of homeland security assumes the role of architect of
such an effort, he will provide future presidents with the tools that they
will need to cope with this enduring problem.
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